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Dal 2001 ad oggi: Ricerca, pareri e formazione
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| DISPOSITIVI MEDICI

passivi attivi




| DISPOSITIVI MEDICI IMPIANTABILI ATTIVI (DMIA)

Neurostimulator Systems
and accessories

Cardiac Defibrilators /
Ventricular Assist Devices

Pulse Generators
and accessories

Infusion Pumps /
Glucose Monitoring




Dispositivi Medici e Campi elettromagnetici

> Vulnerabilita “fisica” > Vulnerabilita “Cyber”’




| DISPOSITIVI MEDICI e EMI

EMI (Electromagnetic Interference) = un disturbo o
un'interferenza causata da un dispositivo che genera campi
elettromagnetici che influisce sul funzionamento di un
dispositivo elettrico o elettronico.

» Studi sperimentali in- vitro » Simulazioni numeriche




EMI e DMIA — valutazione della vulnerabilita fisica
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La vulnerabilita fisica dei DMIA

» Inibizione dell’attivita di pacing ad opera di un Sistema RFID

Attivazione del segnale RFID simulato
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Una nuova forma di EMI — la cyber vulnerabilita

» Accoppiamento induttivo » Telemetria a radiofrequenza > Controllo/monitoraggio remoto

Distanza <5 cm Distanza =10 m Distanza >> km
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Una nuova forma di EMI — la cyber vulnerabilita

Evaluation of Electromagnetic Interference of GSM
Mobile Phones with Pacemakers Featuring Remote

Monitoring Functions
G. CALCAGNINI,* F. CENSL* M. FLORIS,* C. PIGNALBERI, T R. RICCI,t G. BIANCALANA #
P. BARTOLINIL* and M. SANTINI+
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00100 Roma, Italy -
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Una nuova forma di EMI — la cyber vulnerabilita

Evaluation of Electromagnetic Interference of GSM
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Una nuova forma di EMI - la cyber vulnerabilita

2008 IEEE Symposium on Security and Privacy
Pacemakers and Implantable Cardiac Defibrillators:
Software Radio Attacks and Zero-Power Defenses
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Una nuova forma di EMI — la cyber vulnerabilita

Digital Health Center of Excellence

EDA

Cybersecurity for Medical Devices and Hospital Networks: FDA Safety Communication
Date Issued: June 13, 2013

* Purpose: The FDA is recommending that medical device
manufacturers and health care facilities take steps to assure that
appropriate safeguards are in place to reduce the risk of failure due to
cyberattack, which could be initiated by the introduction of malware
into the medical equipment or unauthorized access to configuration
settings in medical devices and hospital networks.

https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity#safety



https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity#safety

Una nuova forma di EMI — la cyber vulnerabilita

Cybersecurity Safety Communications and Other Alerts

L'FDA non ha registrato nessun incidente rilevante per la salute dei paziente da
attribuire a cyber-vulnerabilita, ma ha raccolto diverse evidenze di criticita esistenti ed
ha intrapreso 17 azioni mirate a risolvere problemi di cybersecurity ritenuti critici:

»  Pompe per infusione — accesso da remote non autorizzato
Pacemaker e defibrillatori impiantabili
Sistemi di archiviazioni di dati medici

Protocollo BT (e.g. SweynTooth)

YV V VY V

Sistemi operativi (e.g. QNX RTOS) e software di controllo strumenti (e.g. Apache's Log4j software
library)

Come misura pratica di prevenzione I’FDA ha emanato report, documenti tecnici e linee guida dedicati a
costruttori ed utenti di dispositivi medici allo scopo di mitigare il rischio derivante da cyber vulnerabilita
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Medical Device

Medical Device Coordination Group Document

MDCG 2019-16 rev.

General safety and performance requirements

with focus on cybersecurity

Safety/security and

effectiveness (sec. 1)
Reduce risk to ensure intended
device performance and high
level of protection of health
(sec. 2,5, 6, 9)

IT Security (sec. 17.4, 23 4ah)

[

Operation Security (sec. 14.1, 142, 17.1) '_%‘

Information Security (sec. 17.2) ,
= Inall operation mode

* Intended/reasonable

. ) foreseeable risk
i Basic Cybersecurity Concepts 1\ o y
Regular updates

P —
State of the art

(sec 1,4, 172)

MDR Annex |

Information for users,
instructions and labelling =
(sec. 4,231,221, 234)

Figure 1: Cybersecurity requirements contained in MDR Annex I

Secure Design and Manufacture (sec. 4a)

* Risk management across the life cycle (sec. 3, 144,
145, 19.3)

* Protection against risk during intended use and
reasonable foreseeable misuse (sec. 3c, 8)

* Protection against unauthorised access (sec. 17 4,
18.8)

* |dentify threats, vulnerabilities, hazards, risks (sec
3b)

» Establish risk control measures [sec. 4)

* Minimum IT security requirements (sec. 17.4, 14.5)

I
%

h J
Verification/validation
(sec. 17.2)

AP
Acceptable residual risk
(sec. 4)

AP
Documentation®
(sec. 3)

* See also Annex || of MOR



PM/ICD e Telefoni Cellulari
SNPACE. | 1

u PACING AND CLINICAL ELECTROPHYSIOLOGY

OFFICLAL JOURNAL OF THE WORLD SOCIETY OF ARRHYTHSAS

Electromagnetic Interference of Digital and Analog Cellular
Telephones with Implantable Cardioverter Defibrillators: In
Vitro and In Vivo Studies

V. BARBARO, P. BARTOLINI, F. BELLOCCI, F. CARUSO, A DOMATO, D. GABRIELLI, C. MILITELLO, A.S.
MOMNTENERO, P. ZECCHI

First published:30 June 2006 | https://doi.org/10.1111/j.1540-8159.1999.tb00504.x | Citations: 23

«lf modulated 900 MHz or 1800 MHz carriers do access the PM
enclosure, non-linear circuit elements demodulate the GSM ZIZ Hz
signal and produce low-frequency components at the output of » /
the PM sensing amplifier. Internal PM amplifiers and signal
processing circuits could mistake this demodulated EMI signal
for heart electrical activity.» M
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PM/ICD e Risonanza Magnetica

> Riscaldamento prodotto sulla punta dell’elettrocatetere > Inibizione della stimolazione ‘ ’
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PM/ICD e RFID
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PM/ICD e Strumenti da lavorazione industriali
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